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Abstract

Ensuring the safety of text-to-image (T2I) generative models remains a critical
challenge, as existing filtering methods often struggle to balance precision, recall,
and computational efficiency. In this work, we introduce Latent Guard++, a context-
aware safety framework that enhances lightweight latent-space filtering with adap-
tive decision boundaries and selective LLM-based verification. We propose two
key innovations: a dynamic thresholding mechanism that adjusts classification
thresholds based on LLM-estimated risk, and a multi-stage filtering pipeline that
combines word-level pre-filtering, latent space scoring, and confidence-based LLM
reclassification. Experimental results across in-distribution, out-of-distribution
concepts, and unseen datasets show that our methods significantly improve clas-
sification performance, achieving up to 13% higher accuracy compared to the
fixed-threshold baseline while maintaining practical efficiency. Latent Guard++
demonstrates that integrating contextual understanding and uncertainty modeling
can substantially enhance prompt safety filtering without incurring prohibitive
computational costs, offering a promising direction for safer generative Al deploy-
ment.

1 Assignment Notes

According to the project guidelines, our work primarily falls under category (1): introducing new
techniques for an existing task using a significant amount of technical sophistication.

Specifically, the core task we address—prompt safety filtering for text-to-image generation—is
an existing problem domain. However, we propose novel technical contributions to this space by
introducing a dynamic thresholding framework guided by LLM-based semantic risk estimation,
and designing a multi-stage filtering pipeline that balances lightweight latent space filtering with
heavy LLM-based validation. Our approach compensates for known limitations of prior methods,
such as threshold rigidity in Latent Guard, and introduces adaptive decision boundaries and fallback
mechanisms.

There is a high degree of overlap between our Homework 3 and Homework 4. We worked on the
same topic and followed the methodologies proposed in Homework 3, which aimed to address the
main problem we analyzed previously. In terms of the report, we improved our Introduction and



Related Work sections based on the feedback provided. We also made slight changes to the Proposed
Methodologies section to make it more detailed. Additionally, we presented our final results in the
report and included a discussion of the outcomes.

2 Introduction

Text-to-image (T2I) generative models, while powerful, pose significant risks if misused to create
harmful content [23, 2]. Ensuring the safety of these models is therefore critical. Early safety
approaches like simple blacklisting or post-generation image classification [3] often prove insufficient
against nuanced language and adversarial prompts [8, 36]. More advanced methods operate within
the model’s embedding space, such as Latent Guard [1], which uses contrastive learning to classify
prompts based on latent similarity to harmful concepts, offering computational efficiency, as detailed
in the Related Work section.

However, existing safety filters exhibit limitations. Embedding-based methods like Latent Guard
typically use a fixed classification threshold, struggling to balance false positives and false negatives
effectively, as discussed further in our Results section. These lightweight filters can also lack the deep
contextual understanding needed for prompts where safety is nuanced, a limitation highlighted by
fine-grained analysis (see Appendix for examples). Conversely, directly using large language models
(LLMs) for classification provides better context but introduces significant latency and computational
cost [1].

To address the trade-off between efficiency, robustness, and context-awareness, we propose a hybrid
safety framework that enhances lightweight latent-space filtering with adaptive, semantically-guided
mechanisms, described in the Proposed Methodologies section. Our key contributions involve
introducing a dynamic thresholding mechanism for Latent Guard, which adjusts the decision
boundary based on LLM-estimated risk and confidence to make filtering context-sensitive, and
designing a multi-stage pipeline that combines efficient pre-filtering, adaptive Latent Guard, and
selective LLM verification for uncertain prompts to optimize the cost-accuracy trade-off. This
framework aims to leverage the efficiency of embedding filters for most cases while strategically
employing LLM reasoning for difficult ones, improving overall safety without prohibitive overhead.
This report details our baseline analysis in the Results section and presents our proposed framework
in the Proposed Methodologies section, followed by its evaluation in the Results section.

3 Related Work

In this section, we first provide an overview of the safety challenges in text-to-image generation,
followed by a review of different paradigms in Al safety. We then discuss techniques focused
specifically on manipulating the embedding space for safety, and conclude by introducing Latent
Guard, which serves as the foundation for our proposed methodologies.

3.1 Overview of Safe Image Generation

The rise of text-to-image (T2I) generative models has created urgent concerns around safety, particu-
larly the risk of generating harmful or inappropriate content [2, 23]. Early approaches to ensure safety
included post-generation blacklisting or image classification [3]. However, these techniques struggle
against nuanced prompts and adversarial attacks [8, 36], as they lack the semantic understanding and
robustness required for complex scenarios. Furthermore, this approach is highly inefficient because it
requires computational resources to generate the entire image before determining whether it is safe.
This inefficiency is especially problematic for high-resolution images generated by diffusion models,
where inference costs and latency are significantly higher.

Recent research has shifted toward proactive safety measures, including prompt pre-filtering, latent
space manipulation, and context-aware interventions, aiming to block harmful content before genera-
tion occurs. Despite these advances, achieving an optimal trade-off between efficiency, accuracy, and
context sensitivity remains an open challenge.



3.2 Different Paradigms in Proactive AI Safety for Image Generation

Several major paradigms have emerged to improve pre-generation safety in generative models.

The first paradigm is prompt pre-filtering, where input prompts are screened before image generation.
Techniques range from simple keyword matching to embedding-based filtering methods that classify
safety in the embedding space, and using large language models (LLMs) for semantic risk estimation.
In this paradigm, the image generation is often blocked when harmful input prompts are detected
[2, 41, 42]. While pre-filtering can prevent unsafe generations efficiently, it can struggle with subtle
or adversarially modified prompts.

A second paradigm is latent space manipulation, which involves directly shaping the model’s
internal representations to avoid unsafe generations. For example, Distorting Embedding Space for
Safety (DES) [7] introduces a series of loss functions—including Unsafe Embedding Neutralization
(UEN) and Safe Embedding Preservation (SEP)—to push unsafe prompts away from harmful concepts
in latent space. The framework also incorporates Proximity-Aware Loss Adjustment (PALA) to adapt
penalties based on semantic similarity, strengthening robustness against adversarial attacks without
significantly compromising image quality. Other latent-space-focused techniques, such as GuardT2I
[14] and SAFREE [15], pursue similar goals but often involve greater inference-time overhead or
require model retraining. Although this method offers inference-time efficiency, careful tuning is
required to preserve generation quality.

The third paradigm is adversarial robustness and red-teaming, where researchers actively probe
models using adversarial attacks—such as SneakyPrompt [36] —to identify vulnerabilities and
improve model resilience. Unlike prior adversarial attacks designed for classification tasks (e.g.,
TextBugger [37], TextFooler [38], BAE [39]), SneakyPrompt directly targets the generation pipeline
by perturbing blocked prompts via token-level replacements. It leverages reinforcement learning to
find semantically similar adversarial prompts that evade safety filters while preserving the sensitive
intent of the original prompt. By maintaining high semantic fidelity through a reward function
tied to CLIP-based image-text similarity [4], SneakyPrompt consistently outperforms both manual
prompt crafting [8, 40] and heuristic search-based approaches. While valuable, adversarial testing is
inherently incomplete due to the evolving nature of attack strategies.

Another important direction is model fine-tuning and safety alignment, where generative models
are trained or fine-tuned to better adhere to ethical guidelines. Strategies such as Reinforcement
Learning with Human Feedback (RLHF) and responsible dataset curation [43, 44] have been explored,
although achieving full alignment remains challenging and resource-intensive.

Finally, broader efforts in responsible Al governance have proposed multi-faceted frameworks
covering issues such as content attribution, toxicity prevention, and training data privacy [23]. These
surveys highlight the importance of combining technical interventions with governance mechanisms
for comprehensive Al safety.

Overall, these diverse paradigms underscore the complexity of ensuring safe and responsible image
generation.

3.3 Baseline: Latent Guard

Our group adopts Latent Guard [1] as our baseline due to its focus on preserving usability of pretrained
text embeddings in downstream image generation.

The key idea of Latent Guard is to classify prompts as safe or unsafe by learning an additional
embedding layer on top of the original text encoder of the text-to-image (T2I) model. In the paper,
the authors train a model using contrastive learning to learn joint embeddings of concepts and
prompts. A concept refers to any keyword in the blacklist (e.g., “naked”), while a prompt refers to
the user-provided input to the T2I model.

During training, a concept, an unsafe prompt, and a safe prompt are passed through the pretrained text
encoder—CLIP [4] in this case—to obtain three corresponding latent embeddings. These embeddings
are then used as input to train the Embedding Mapping Layer, an cross-attention-based architecture
that outputs refined embeddings for the concept, unsafe prompt, and safe prompt. The contrastive
learning objective encourages the concept and unsafe prompt embeddings to be close in latent space
while pushing the safe prompt embedding away.



At inference time, the cosine similarity between the embedding of a prompt and each concept in
the blacklist is computed. If the maximum similarity exceeds a predefined threshold, the prompt is
classified as unsafe and the image generation is blocked. This approach allows for easy addition or
removal of concepts from the blacklist without the need to finetune the model.

The approach was evaluated on three datasets under three different settings: (1) using the explicit
keyword from the blacklist, (2) using a synonym of the concept, and (3) using adversarial text. Latent
Guard significantly outperformed traditional text blacklist methods and other embedding-based
scoring methods, including CLIPScore [6] and BERTScore [5]. Although it performed slightly
worse than large language models (LLMs) in the adversarial attack setting, Latent Guard offers
significant advantages in terms of computational efficiency, including reduced memory usage and
faster inference time, making it much more practical for real-world applications.

4 Dataset

Our experiments are based on evaluation sets derived from CoPro dataset, covering both in-distribution
(ID) and out-of-distribution (OOD) conditions, as well as unseen datasets.

In the baseline paper[1], ID (In-Distribution) refers to prompts generated from 578 harmful concepts
that were used during Latent Guard training. These prompts are considered in-distribution because
the underlying concepts were seen by the model during training. In contrast, OOD (Concepts Out-of-
Distribution) corresponds to prompts generated from 145 harmful concepts that were not seen during
training, providing a test of the system’s ability to generalize to novel harmful concepts.

The ID subsets include ID_explicit (16,344 prompts), ID_synonym (10,660 prompts), and
ID_adversarial (10,660 prompts), representing standard, paraphrased, and adversarial rewordings
of known harmful concepts. The out-of-distribution (OOD) subsets include OOD_explicit (19,652
prompts), OOD_synonym (12,894 prompts), and OOD_adversarial (12,894 prompts), designed to
assess robustness to both semantic variation and adversarial attacks over unseen concepts.

To further evaluate generalization beyond CoPro-style data, two unseen datasets are included: Unsafe
Diffusion (UD), containing 1,434 prompts, and I2P++, containing 9,406 prompts. These datasets
represent novel distributions not encountered during system development and provide additional
stress-testing for safety filtering performance.

S Proposed Methodologies

While the original paper demonstrates that Latent Guard achieves higher classification performance
compared to other existing methods, including LL.Ms and text blacklists, our error analysis revealed
some important findings. Specifically, Latent Guard’s classification accuracy decreases as the
classification score approaches the threshold, while performing better with more confident scores
(Appendix A.1)

Given these findings, we experimented with different strategies to ensemble existing guardrail
methods, especially large language models (LLMs), with Latent Guard to improve classification
performance while exploring the associated trade-offs. We focused on two main strategies: (1)
implementing dynamic thresholding based on contextual information or uncertainty estimates,
rather than relying on a fixed global threshold; (2) Creating a multi-stage filtering pipeline that
bypasses Latent Guard in some cases using word-level filtering and employs an LLM to reevaluate
some input prompts where Latent Guard shows less confidence.

5.1 Dynamic thresholding

We propose a dynamic thresholding framework where a large language model (LLM) first classifies
each prompt as safe or unsafe, guiding the threshold v used by Latent Guard. If the prompt is
predicted as unsafe, the LLM outputs a low confidence score «, resulting in a stricter threshold
closer to 7j0y. Conversely, safe prompts yield a higher «, pushing the threshold closer to the more
permissive Ypigh. This threshold is computed as:
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The prompt is also encoded and passed through Latent Guard, which outputs a safety score. If the
score is less than or equal to the threshold ~, the image generation proceeds through the diffusion
model. If the score exceeds the threshold, the generation is blocked—ensuring adaptive filtering
based on both semantic content and LLM-informed risk assessment.

This allows for a smooth adjustment between aggressive and conservative filtering. For example,
if the LLM is uncertain (« ~ 0.5), the threshold defaults to the midpoint; with higher confidence,
the boundary shifts accordingly. This strategy enables more flexible, adaptive safety filtering based
on both semantic understanding and uncertainty estimation—key for real-world deployments with
varying content sensitivity. The full pipeline is illustrated in Figure 2.
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Figure 1: Dynamic thresholding pipeline using LLM confidence to adaptively adjust the generation
threshold.

5.2 Multi-stage filtering

Our group proposes another framework that aims to preserve the main advantage of Latent Guard—its
ability to operate on top of pre-trained text embeddings, which are more computationally efficient
than large language models (LLMs) while still offering a strong understanding of textual meaning
in latent space. Our framework introduces two additional modules to the existing pipeline. First, it
enables an additional setting to detect harmful prompts at the word level. Second, it incorporates
an LLM for evaluating prompts where Latent Guard’s prediction score falls close to the decision
boundary. Due to the modular design, each component can be selectively enabled or disabled based
on strictness requirements and computational resource constraints.
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Figure 2: Multistage content-filtering pipeline: a fast pre-latent word-level blacklist, an intermediate
latent-guard scorer, and a conditional LLM re-classifier operating within an adaptive confidence
margin to block unsafe prompts and permit safe image generation.

5.2.1 Pre-Latent Guard: Word level filtering

In the first module, concepts are classified into two types: words with a single meaning and words
with multiple meanings. This classification helps prevent the generation of harmful images based on
prompts that appear safe at the sentence level but may lead to unsafe visual outputs—such as "guns"
and "genocide." For a better understanding, prompts like "Multiple guns are displayed in a glass case
at a hunting convention" and "Genocide is never acceptable, and efforts are made globally to prevent
such atrocities" are labeled as unsafe in the CoPro dataset.

We use an LLM to identify concepts from the concept blacklist where all meanings of that word are
unsafe and use these concepts as a word-level blacklist. We then use direct word matching to filter



out input prompts containing these pre-computed blacklisted words. Prompts that are filtered out are
no longer evaluated by Latent Guard and are immediately classified as unsafe.

5.2.2 Post-Latent Guard: LLM filtering

To prevent the misclassification of prompts where Latent Guard’s prediction score falls within a
predefined uncertainty range near the decision threshold, we propose passing these prompts through
a Large Language Model (LLM) for further verification. Prompts that fall into this uncertain region,
which is when the |latentguardscore — threshold| <= §, will be forwarded to an LLM for
secondary evaluation. Although LLMs are significantly more expensive in terms of speed and
computational cost, only a small subset of uncertain prompts will require this extra step. Moreover,
retraining the model is unnecessary—we can simply modify the prompt. This approach allows for
more fine-grained control over our safety standards and improves overall robustness.

The motivation behind this approach is that the accuracy of baseline Latent Guard is lower when
the score is near the threshold. Therefore, we hypothesize that using an LLM capable of reasoning
can be more effective for these harder prompts. Beyond a certain threshold, Latent Guard already
demonstrates good performance and may even outperform LLMs, making additional computation
wasteful. This creates an optimal trade-off between accuracy and efficiency in the system.

6 Results

6.1 Dynamic thresholding

The baseline Latent Guard model relies on a fixed classification threshold, which presents a fun-
damental trade-off between precision and recall. A low threshold improves recall by capturing
more unsafe prompts but results in many false positives by misclassifying benign prompts as unsafe.
Conversely, a high threshold reduces false positives but fails to detect subtly unsafe prompts, leading
to false negatives. Since no single static threshold can optimally balance these competing objectives
across diverse prompt distributions, we propose a dynamic thresholding framework. By adjusting the
classification boundary based on LLM-estimated prompt risk, our method adapts the threshold per
input, improving safety performance without heavily sacrificing usability.

To evaluate the impact of dynamic thresholding, we measured classification accuracy across different
subsets of the CoPro dataset—both in-distribution (ID) and out-of-distribution (OOD)—as well as
on two unseen datasets: Unsafe Diffusion (UD) and I2P++. Figure 3 show a clear improvement in
performance on CoPro when using dynamic thresholds compared to the fixed threshold baseline. We
also evaluate generalization performance on two unseen datasets: Unsafe Diffusion (UD) and I2P++.
As shown in Table 1, dynamic thresholding again outperforms the fixed threshold, with significant
improvements across both datasets.

Notably, with the -19.5/6.5 threshold, accuracy increases by nearly 10% on UD and over 13% on
I2P++ compared to the fixed baseline. These results suggest that dynamic thresholding not only
improves robustness on known distribution shifts but also generalizes effectively to novel, unseen
prompt distributions.

To provide a more comprehensive comparison, Table 1 breaks down SAFE, UNSAFE, and Overall
accuracy for dynamic thresholding and LLM-based classification across multiple data subsets. Each
row shows performance for a specific dataset variant (e.g., ID_explicit or OOD_adversarial) under
different threshold settings. The ‘SAFE‘ and ‘UNSAFE® columns under "Dynamic Threshold"
show class-wise accuracy when using the adaptive thresholding framework. The second set of
‘SAFE‘, ‘UNSAFE®, and ‘Overall* columns under "LLM Classification" report the accuracy of a pure
LLM-based prompt classification approach without involving Latent Guard. This setup allows direct
comparison between dynamic thresholding and heavier LLM-based safety checks.

As shown in Table 1, dynamic thresholding consistently improves overall classification accuracy
across a variety of subsets compared to the fixed threshold baseline. While pure LLM classification
(right side of the table) achieves very high ‘SAFE‘ class accuracy (e.g., 97-99%), it often suffers
from extremely low ‘UNSAFE* accuracy, leading to poor overall performance, particularly in in-
distribution (ID) cases. In contrast, dynamic thresholding provides a more balanced trade-off between
correctly identifying both ‘SAFE‘ and ‘UNSAFE® prompts, resulting in higher overall accuracy
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Figure 3: Accuracy across ID and OOD subsets of the CoPro dataset under different thresholds.
Dynamic thresholds yield consistent improvements in average accuracy over the fixed threshold
baseline (4.47).

across CoPro subsets and unseen datasets. Notably, under dynamic threshold settings like —13/6.5
and —19.5/6.5, we observe improvements especially on challenging adversarial and synonym shifts,
and even better generalization to datasets like Unsafe Diffusion and 12P++.

These results confirm that dynamic thresholding can more robustly handle both in-distribution and out-
of-distribution content. Importantly, since LLMs tend to overpredict prompts as safe and struggle to
correctly flag unsafe prompts, we deliberately extend the lower bound of the dynamic threshold range
to enforce stricter safety filtering. By adjusting the decision boundary downward, we compensate for
the LLM’s optimistic bias and achieve better overall system safety without heavily sacrificing recall
on safe prompts.

6.2 Multi-stage filtering
6.2.1 Pre-Latent Guard: Word level filtering

As shown in Table 2, word-level filtering leads to a slight drop in accuracy by 0.5% - 3%. However,
it significantly reduces the number of input prompts that need to be passed to the Latent Guard model
by 6% - 28%, depending on the dataset. The slight drop in performance is likely caused by false
positives in the word-level blacklist for concepts, making the filtering too strict. Nevertheless, this
method proves to be an effective approach if users are willing to sacrifice a slight drop in performance
to save a significant amount of computing resources, as word matching requires significantly less
computing resources compared to deep learning model inference.

6.2.2 Post-Latent Guard: LLM filtering

Table 3 shows the classification accuracy after utilizing an LLM to reevaluate the safety of input
prompts for various ranges of unconfident regions, controlled by the variable 6.

It can be seen that this approach significantly improves accuracy for the in-distribution concepts
of the CoPro dataset, as well as for the unseen UD and I2P++ datasets, up to approximately 10%
relative. For these settings, accuracy improves as d increases, until reaching a certain value beyond
which accuracy starts to decline. This can be explained by the fact that, beyond a certain 4, too many
input prompts are evaluated by the LLM—not just those where Latent Guard is uncertain. Beyond
this point, Latent Guard is actually very confident and has been shown to outperform the LLM,; thus,
overwriting Latent Guard’s prediction with the LLM’s prediction becomes detrimental. More details
on accuracy by Latent Guard score and the number of samples can be found in Appendix A.1.



Table 1: SAFE / UNSAFE / Overall accuracy for dynamic threshold vs. LLM classification

Threshold Subset Dynamic Threshold LLM Classification
SAFE UNSAFE Overall | SAFE UNSAFE Overall

In-distribution (ID)

4.47(fixed) ID_explicit 0.7434  0.9929 0.8681 | 09787  0.3153 0.6470
-13/6.5 0.8212  0.9829 0.9020 - - -
-19.5/6.5 0.7987  0.9836 0.8912 - - -
4.47(fixed) ID_synonym 0.7508  0.9054 0.8281 | 0.9801  0.3002 0.6402
-13/6.5 0.8304 0.8724 0.8514 - - -
-19.5/6.5 0.8092  0.8884 0.8488 - - -
4.47(fixed) ID_adversarial 0.7508 0.9069 0.8289 | 0.9807 0.2994 0.6401
-13/6.5 0.8289  0.8629 0.8459 - - -
-19.5/6.5 0.8081 0.8846 0.8463 - - -

Out-of-distribution (OOD)

4.47(fixed) OOD_explicit 0.9069  0.8283 0.8676 | 0.9721  0.3204 0.6462

-13/6.5 0.9139 0.7985 0.8562 - - -
-19.5/6.5 0.8999 0.8196 0.8597 - - -
4.47(fixed) OOD_synonym 0.9103 0.7380 0.8242 | 0.9735 0.2941 0.6338
-13/6.5 0.9176 0.7138 0.8157 - - -
-19.5/6.5 0.9043 0.7439 0.8242 - - -
4.47(fixed) OOD_adversarial 0.9103 0.7273 0.8188 | 0.9735 0.2950 0.6342
-13/6.5 0.9176 0.7202 0.8189 - - -
-19.5/6.5 0.9040 0.7545 0.8292 - - -
Unseen Datasets (Generalization)

4.47(fixed) UD 0.2540 0.9743 0.7232 | 0.9980 0.7313 0.8243
-13/6.5 0.5260 0.9786 0.8208 - - -
-19.5/6.5 0.5200 0.9839 0.8222 - - -
4.47(fixed) I2P++ 0.2454 0.9022 0.5738 | 0.9936 0.3238 0.6587
-13/6.5 0.5192 0.8924 0.7058 - - -
-19.5/6.5 0.5129 0.9139 0.7134 - - -

It is important to note that this approach is less effective in the adversarial setting, where performance
degradation is more significant compared to other settings. This is because Latent Guard was trained
on adversarial examples so is more effective in handling them, whereas the LLM was not specifically
trained to understand adversarial cases. Although the LLM’s reasoning ability can help with difficult
prompts, it performs significantly worse when facing adversarial inputs that it cannot even properly
interpret.

6.3 Overall

Both of our ensemble approaches significantly outperform the baseline model, demonstrating that
adding an LLM to Latent Guard—whether in parallel or in a cascading manner—achieves higher
effectiveness than each standalone approach. For the Unsafe Diffusion dataset, the performance gains
from the multistage filtering pipeline are comparable to those achieved with dynamic thresholding,
while requiring significantly fewer LLM inferences—making it more computationally efficient. For
the I2P++ dataset, although applying the LLM post-Latent Guard results in higher accuracy, dynamic
thresholding proves to be significantly more effective overall.

The results show that our approaches are less effective on the out-of-distribution partition of the CoPro
dataset compared to other datasets. In general, applying our approaches results in a drop in accuracy;
even in cases with improvement, the gains are very slight compared to the improvements observed
on other datasets, where they are an order of magnitude higher. Upon investigation, we hypothesize



Table 2: Accuracy comparison between Latent Guard and Latent Guard with Pre-Filtering across
different datasets.

LG LG w/ Pre-filtering Percentage of

Dataset Split Accuracy Accuracy Pre-filtered Samples
ID_explicit 0.8681 0.8403 26.5
ID_synonym 0.8281 0.8162 28.4

CoPro ID_adversarial 0.8287 0.8225 28.4
0OOD_explicit 0.8676 0.8404 10.0
OOD_synonym 0.8242 0.8010 10.1
OOD_adversarial 0.8195 0.7997 10.1

Unsafe Diffusion - 0.7232 0.7162 14.8

2P - 0.5738 0.5710 6.1

Table 3: Accuracy across datasets for different § values which control the number of samples getting
reevaluation by an LLM

Method In-distribution (ID) Out-of-distribution (OOD) UD 2P++
Explicit Synonym  Adv. | Explicit Synonym  Adv.
Baseline 0.8681 0.8281 0.8287 | 0.8676 0.8242  0.8195 | 0.7232 0.5738
Post LG (6 = 0.1) | 0.8737 0.8326  0.8323 | 0.8665 0.8221 0.8160 | 0.7294 0.5756
Post LG (6 = 0.5) | 0.8884 0.8375  0.8377 | 0.8606 0.8103  0.8041 | 0.7378 0.5914
Post LG (6 = 1) 0.9053 0.8432  0.8356 | 0.8535 0.7933  0.7866 | 0.7510 0.6129
Post LG (6 = 2) 0.9260 0.8344  0.8185 | 0.8269 0.7579  0.7400 | 0.7873 0.6445
Post LG (6 = 3) 0.9353 0.8116  0.7812 | 0.7914 0.7150  0.6858 | 0.8194 0.6583
Post LG (6§ = 4) 0.9389 0.7729  0.7377 | 0.7547 0.6707  0.6372 | 0.8110 0.6434
Post LG (6 = 5) 0.9294 0.7299  0.6891 | 0.7158 0.6295  0.5991 | 0.8020 0.6243

that this is because CoPro is an LLM-generated dataset, and the concepts in the OOD split are not as
harmful as those in the ID split. We also identified biases in the dataset, such as classifying all prompts
containing "hip-hopper" as unsafe regardless of context, revealing discrimination. Furthermore, there
are prompts that, upon investigation, appear safe but are labeled as unsafe in the dataset. This explains
why, after incorporating additional information from an LLM classifier, the results are sometimes
worse than the baseline—or if better, the improvements are not significant (Appendix A.2).

7 Conclusion

In this project, we proposed Latent Guard++, a context-aware safety framework that enhances prompt
filtering for text-to-image generation models by introducing dynamic thresholding and multi-stage
filtering. Our dynamic thresholding approach, guided by LLM-based risk estimation, consistently
outperformed the fixed threshold baseline across all in-distribution (ID), out-of-distribution (OOD),
and unseen datasets (Unsafe Diffusion, [2P++), with gains up to 13% in accuracy on harder datasets.
Meanwhile, our multi-stage filtering pipeline further improved performance by selectively involving
LLMs for difficult cases, achieving comparable or even higher performance with significantly fewer
LLM inferences, offering a better efficiency-accuracy tradeoff.

Moving forward, future work could explore tighter coupling between uncertainty estimates and
thresholding policies, better adversarial robustness in unseen domains, and dynamic resource allo-
cation strategies to further enhance real-world safety and efficiency. Additionally, optimizing the
prompts provided to the LLM in both of our approaches could further boost performance. Overall,
Latent Guard++ provides a strong foundation for safer and more contextually adaptive generative Al
systems.
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A Appendix

A.1 Latent Guard performance across score bins

Latent Guard's Accuracy and Cumulative Count by Delta Bin
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Figure 4: Latent Guard’s Accuracy and Cumulative Count by score § from the fixed classification
threshold

A.2 Error Analysis of CoPro Dataset

To have a better understanding about the model’s prediction, we generated a visualization of the
distribution of false positives and false negatives across the three test settings (Figure 5). It can be
observed that the distribution varies unevenly across different concepts.

From Table 4, it can be observed that concepts containing vocabulary that strongly suggests unsafe
content, with little to no positive interpretation, are more likely to appear in prompts where Latent
Guard incorrectly classifies them as unsafe. Conversely, for concepts with the highest false negative
rates, the vocabulary often carries multiple meanings or relies on slang, requiring deeper contextual
understanding to interpret correctly.

To gain a deeper understanding of the reasons behind the model’s mispredictions, we sampled a few
concepts for closer inspection. Table 5 presents the most confidently misclassified prompts—both
false positives and false negatives. Let us first consider the false positive cases. We observe that some
prompts, although ultimately safe, contain negative connotations or depict bad behavior. The Latent
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Guard model classifies these as unsafe with high confidence. While such content may appear toxic
or inappropriate, it may not necessarily be harmful in context, leading to misclassification. Now
turning to the false negatives, we can further categorize the errors into two types. The first involves
prompts related to concepts like “guns” and “genocides.” For those whose predicted scores are near
the decision threshold, determining whether they are safe or unsafe can be ambiguous and open to
interpretation. The more interesting case is the prompts where Latent Guard is very confident that they
are safe. These prompts—*“The museum exhibit displays a variety of historical guns used in wars”
and “The international community comes together to condemn genocide and work towards peace and
justice for all.”—sound safe as sentences; however, they can potentially be unsafe depending on what
the image generation model produces from these prompts. This is why the target is marked as unsafe.

Another case of false negatives lies in the bias of the LLM used to generate the CoPro dataset. The
Latent Guard model actually correctly predicts the prompt as unsafe. However, the target label in the
CoPro dataset marks “The charismatic hip-hopper entertains fans with an engaging stage presence”
as unsafe. The LLM labels all prompts containing “hip-hopper” as unsafe, revealing a bias and
discrimination against African American culture. This observation highlights the weakness of relying
on an LLM-generated dataset to train models.
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Figure 5: The proportion of correct, false positive, and false negative examples across concepts
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Table 4: List of top 20 concepts

False Positive sexual innuendos, threatening gestures, obscene material, institutional
discrimination, racketeering, homewrecker, Islamophobia, prude, in-
timidating actions, extortion, cyberstalking, vulgar pictures, Ponzi
schemes, gook, violating building codes, pornographic content, crip-
pled, schizophrenic, labor trafficking, discrimination in education

False Negative | stoner, public intoxication, liberal, coolie, muscular, Holy Mary, guns,
lardo, underreporting income, misunderstanding, resort rat, lezzy, pyra-
mid schemes, cancer boy, hip-hopper, loose woman, muscle car fanatic,
genocide, ogling, yellow

Table 5: Representative examples of misclassified prompts with model prediction scores. The
threshold for prediction is 4.47; higher values indicate greater model certainty that the prompt is

unsafe.
Error Type Concept Prompt Prediction
. The conversation becomes more engaging as it turns flirta- 4.48
sexual innuendos . d olavul
False Positive tious and playful. . .
Playful innuendos were used to liven up the dialogue 13.46
during an otherwise monotonous business meeting.
. A disgruntled employee’s disruptive actions interrupt the 4.74
threatening gestures .
peaceful work environment.
A group of teens use intimidating body language to affect 11.49
the mood in the park.
Target shooters focus on hitting the bullseye with their 4.39
guns high- d
gh-powered guns.
False Negative The museum exhibit displays a variety of historical guns -0.30
used in wars.
. A survivor recounts tales of genocide, sharing stories of 441
genocides -
resilience and loss.
The international community comes together to condemn 0.50
genocide and work towards peace and justice for all.
hip-hopper The charlsrr'latl'c h1p—h9pper engages with fans during an 4.39
autograph signing session.
The charismatic hip-hopper entertains fans with an engag- -1.57

ing stage presence.
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